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Install Kubernetes

> sudo apt-get update

> sudo apt-get install -y docker.io

Install Curl

> sudo apt-get install -y apt-transport-https curl

Install Kubernetes

curl

echo
list
sudo
sudo
sudo

-s https://packages. cl oud. googl e. conf apt/ doc/ apt - key. gpg |
"deb https://apt.kubernetes.io/ kubernetes-xenial

apt-get update

apt-get install -y kubectl kubelet kubeadm

apt-nmark hol d kubel et kubeadm kubect |

Pull images

> sudo kubeadm config images pull

[config/imges] Pulled k8s.gcr.
[config/inages] Pulled k8s.gcr.
[config/imges] Pulled k8s.gcr.
[config/inmges] Pulled k8s.gcr.
[config/inmages] Pulled k8s.gcr.
[config/imges] Pulled k8s.gcr.
[config/inmages] Pulled k8s.gcr.

o/ pause: 3.1
o/etcd: 3.2.24

Disable SWAP

> swapoff -va

> vi /etc/fstab

o/coredns:1.2.6

mai n"

o/ kube- api server:v1.13.1
o/ kube-control | er-manager:v1.13.1
o/ kube-schedul er:v1.13.1
o/ kube- proxy:v1l.13.1

sudo apt-key add -
sudo tee -a /etc/apt/sources.|list.d/kubernetes.



# letc/fstab: staticfile systeminformation.

#

# Use 'blkid to print the universally unique identifier for a

# device; thismay be used with UUI D= as a nore robust way to nane devices

# that works even if disks are added and renoved. See fstab(5).

#

# <file systenr <nmpunt point> <type> <options> <dunmp> <pass>

# | was on /dev/sdal during installation

UUI D=e7b204f 7- 9f 41- 42d4- b55f - 292990f 4137a / ext4 errors=remount-ro 0 1
# swap was on /dev/sda5 during installation

#UUl D=9ca9f 4cb- 876e- 4e23- 91a4- 2f 543b5537ac none swap sw 0 0
> reboot

Initialize Master (using Flannel)

> sudo kubeadm init --apiserver-advertise-address <IP ADDRESS> --pod-network-cidr=10.244.0.0/16

[init] Using Kubernetes version: v1.13.2

[preflight] Running pre-flight checks

[preflight] Pulling inmages required for setting up a Kubernetes cluster

[preflight] This might take a minute or two, depending on the speed of your internet connection

[preflight] You can also performthis action in beforehand using 'kubeadm config inmages pul |’

[ kubel et-start] Witing kubelet environment file with flags to file "/var/lib/kubel et/kubeadm fl ags. env"

[ kubel et-start] Witing kubelet configuration to file "/var/lib/kubelet/config.yam"

[ kubel et-start] Activating the kubel et service

[certs] Using certificateDir folder "/etc/kubernetes/pki"

[certs] Generating "ca" certificate and key

[certs] Generating "apiserver-kubelet-client” certificate and key

[certs] Generating "apiserver" certificate and key

[certs] apiserver serving cert is signed for DNS nanes [deept hought kubernetes kubernetes. default kubernetes.
defaul t.svc kubernetes. default.svc.cluster.local] and IPs [10.96.0.1 192.168. 1. 50]

[certs] Generating "front-proxy-ca" certificate and key

[certs] Generating "front-proxy-client" certificate and key

[certs] Generating "etcd/ca" certificate and key

[certs] Generating "etcd/server" certificate and key

[certs] etcd/server serving cert is signed for DNS names [deepthought |ocal host] and I Ps [192.168.1.50
127.0.0.1 ::1]

[certs] Generating "etcd/peer” certificate and key

[certs] etcd/peer serving cert is signed for DNS nanes [deepthought |ocal host] and IPs [192.168.1.50 127.0.0.1
20 1]

[certs] Generating "etcd/ heal thcheck-client" certificate and key

[certs] Cenerating "apiserver-etcd-client" certificate and key

[certs] Generating "sa" key and public key

[ kubeconfig] Using kubeconfig folder "/etc/kubernetes”

[ kubeconfig] Witing "adm n.conf" kubeconfig file

[ kubeconfig] Witing "kubelet.conf" kubeconfig file

[ kubeconfig] Witing "controller-nanager.conf" kubeconfig file

[ kubeconfig] Witing "schedul er.conf" kubeconfig file

[control -pl ane] Using nmanifest folder "/etc/kubernetes/manifests"

[control -plane] Creating static Pod manifest for "kube-apiserver"

[control -plane] Creating static Pod manifest for "kube-controller-nanager"

[control -plane] Creating static Pod nmanifest for "kube-schedul er”

[etcd] Creating static Pod nmanifest for local etcd in "/etc/kubernetes/ manifests"”

[wait-control-plane] Waiting for the kubelet to boot up the control plane as static Pods fromdirectory "/etc
/ kuber net es/ nani fests". This can take up to 4nDs

[apiclient] Al control plane conmponents are healthy after 26.002483 seconds

[upl oadconfig] storing the configuration used in ConfigMap "kubeadm config" in the "kube-systen Nanespace

[ kubel et] Creating a ConfigMap "kubel et-config-1.13" in nanespace kube-systemw th the configuration for the
kubel ets in the cluster

[ pat chnode] Upl oading the CRI Socket information "/var/run/dockershimsock” to the Node APl object

"deept hought" as an annotation

[ mar k- control - pl ane] Marking the node deepthought as control -plane by addi ng the | abel "node-role. kubernetes.io
/master="""

[ mark-control -pl ane] Marking the node deepthought as control -plane by adding the taints [node-role. kubernetes.io
/ mast er: NoSchedul e]



[ boot strap-token] Using token: 0sOoa4.2i 5| o5vyuyvbnze6

[ boot strap-token] Configuring bootstrap tokens, cluster-info ConfigMap, RBAC Rol es

[ boot st rapt oken] configured RBAC rules to all ow Node Bootstrap tokens to post CSRs in order for nodes to get
long termcertificate credentials

[ boot strapt oken] configured RBAC rules to allow the csrapprover controller automatically approve CSRs froma
Node Bootstrap Token

[ boot strapt oken] configured RBAC rules to allow certificate rotation for all node client certificates in the
cluster

[ boot strapt oken] creating the "cluster-info" ConfigMap in the "kube-public" nanespace

[addons] Applied essential addon: CoreDNS

[addons] Applied essential addon: kube-proxy

Your Kubernetes naster has initialized successfully!

To start using your cluster, you need to run the following as a regul ar user:
nkdir -p $HOVE/ . kube
sudo cp -i /etc/kubernetes/adnin.conf $HOVE/ . kube/config
sudo chown $(id -u):$(id -g) $HOWE . kube/config

You shoul d now deploy a pod network to the cluster.

Run "kubect| apply -f [podnetwork].yam " with one of the options listed at:

https://kubernetes.io/docs/ concepts/cluster-adn ni stration/addons/

You can now join any nunber of nachines by running the follow ng on each node
as root:

kubeadm joi n 192.168. 1. 50: 6443 --token 0sOoa4. 2i 5| o5vyuyvbnze6 --di scovery-token-ca-cert-hash sha256:
20b8104c05927611df 68ebb0eb9f bf 8f 65d3b85d2e57de9ecc5468e5369b9c22

Record the kubeadm join command!

As your non root user:

nkdir -p $HOVE . kube
sudo cp -i /etc/kubernetes/adm n.conf $HOME/ . kube/config
sudo chown $(id -u):$(id -g) $HOWE . kube/config

Verify that your network is on the right network interface

kubect| get pods -o wide --all-nanespaces

NAMESPACE NAVE READY  STATUS RESTARTS  ACGE 1P NCDE
NOM NATED NODE  READI NESS GATES

kube-system coredns- 86c58d9df 4- 8zk5t 0/1 Pendi ng 0 2d3h <none> <none>
<none> <none>

kube-system coredns-86c58d9df 4-tsftk 0/1 Pending O 2d3h <none> <none>
<none> <none>

kube-system etcd-k8naster 1/1 Runni ng 1 2d3h 10.0.3.15 k8mast er
<none> <none>

kube-system kube- api server - k8mast er 1/1 Runni ng 1 2d3h 10.0. 3. 15 k8mast er
<none> <none>

kube-system  kube-controll er-nanager- k8nast er 1/1 Runni ng 1 2d3h 10.0.3.15 k8nmast er
<none> <none>

kube-system  kube- proxy-88gdq 171 Runni ng 1 2d3h 10.0.3.15 k8nast er
<none> <none>

kube-system kube-schedul er - k8nmast er 1/1 Runni ng 1 2d3h 10.0.3.15 k8mast er

<none> <none>



Install Flannel Network Plugin
> sudo sysctl net.bridge.bridge-nf-call-iptables=1

> kubectl apply -f https://raw.githubusercontent.com/coreos/flannel/bc79dd1505b0c8681ece4de4c0d86c5cd2643275/Documentation/kube-flannel.yml

NOTE: See https://kubernetes.io/docs/setup/independent/create-cluster-kubeadm/ for details on the various plugins and their setup.

Verify that all of your kubernetes pods are running

> kubectl get pods --all-namespaces

NAMESPACE NAVE READY  STATUS RESTARTS AGE
kube-system coredns-86c58d9df 4- 8zk5t 1/1 Runni ng 0 47h
kube-system coredns-86c58d9df 4-tsftk 171 Running O 47h
kube-system etcd-k8naster 1/1 Runni ng 1 47h
kube-system kube- api server - k8nmast er 1/1 Runni ng 1 47h
kube-system  kube-control |l er-nanager- k8nast er 1/1 Runni ng 1 47h
kube-system kube-fl annel - ds- and64-f| 5wp 1/1 Runni ng 0 12s
kube-system kube- proxy-88gdq 1/1 Runni ng 1 47h
kube-system  kube-schedul er-k8nast er 1/1 Runni ng 1 47h

Enable Scheduling Pods on Master Node

By default, your cluster will not schedule pods on the master for security reasons. If you want to be able to schedule pods on the master, e.g. for a single-
machine Kubernetes cluster for development, run:

> kubect| taint nodes --all node-role.kubernetes.io/ master-

Install Dashboard

From the master node:

> kubect| create -f https://raw. githubusercontent.conm kuber net es/ dashboar d/ mast er/ ai o/ depl oy/ r ecommended
/ kuber net es- dashboar d. yani

secr et/ kuber net es-dashboard-certs created

servi ceaccount / kuber net es- dashboard created

rol e.rbac. aut hori zati on. k8s. i o/ kuber net es- dashboar d- m ni mal created

rol ebi ndi ng. rbac. aut hori zati on. k8s. i o/ kuber net es- dashboar d- nmi ni mal created
depl oynent . apps/ kuber net es- dashboard creat ed

servi cel/ kuber net es-dashboard creat ed

Create a dashboard admin user:

vi dashboard-adminuser.yaml


https://kubernetes.io/docs/setup/independent/create-cluster-kubeadm/

api Version: vl
ki nd: Servi ceAccount
met adat a:
name: adm n-user
namespace: kube-system
api Version: rbac. aut horization. k8s.io/vl
ki nd: d ust er Rol eBi ndi ng
net adat a:
name: adm n-user
rol eRef :
api Group: rbac. aut hori zation. k8s.io
kind: CusterRole
name: cluster-admin
subj ects:
- kind: ServiceAccount
nane: adm n-user
nanmespace: kube-system

> kubectl apply -f dashboard-adminuser.yami

servi ceaccount/adm n-user created
cl ust errol ebi ndi ng. rbac. aut hori zati on. k8s. i o/ adm n-user created

Get the access token

> kubect| -n kube-system describe secret $(kubectl -n kube-system get secret | grep admin-user | awk '{print
$1}")

Nane: adm n- user -t oken- s6x6d
Nanespace: kube-system
Label s: <none>

Annot ati ons: kubernetes.io/service-account.nanme: adni n-user
kubernet es. i o/ servi ce-account. uid: 7f55a022-1a05-11e9- a8cb-6c3be541582b

Type: kubernetes.io/service-account-token

nanespace: 11 bytes

t oken: eyJhbCci G JSUzI INi | sl nt pZCl 61 J9.

eyJpc3M O Jr dWII cnbl dGVzL3N cnZpY2VhY2NvdWs0l i wi a3Vi ZXJUuZXRl cy5pby9zZXJ2aWNl YWN b3VudCOuYWLI ¢3BhY2Ui O Jr dWII LXNS
¢3R bSI sl nt 1YnmVybnmV0ZXMiaVWBvc2Vydm j ZWFj Y291bnQuvc2Vj cmVOLnbhbWUi O JhZGlpbi 11c2VyLXRva2VuLXMeDZk! i wi a3Vi ZXJuZXRl
cy5pby9zZXJ2aWNl YWN b3VudC9zZXJ2aWNl LWFj Y291bnQubnFt ZSI 61 nFkbW uLXVzZX! i LCIr dWI cnbl dGVzLm vL3N cnZpY2VhY2NvdWs0
L3N cnZpY2Ut YWNj b3VudC51aWQ O | 3Zj ULYTAYM OxYTALLTExZTkt YThj Yi 02YzNi ZTUOMTUAM i LCIzdW i O JzeXNOZWD6c2Vydmi j Z\WFj
Y291bnQ6a3Vi ZS1zeXNOZWD6 YWRt aWit dXNI ci J9. bt oYxankG_dwwOsht 85C t xkXr 6vOr W SzwkyGT1i vj 9M gr vBAeF044VO hhwqj v-

I JQOpbFk3TnbDEAQAUr 9aFyi QZo_qQGgqSj _ NBKWIDW3NOKT] k_si B_3Zb4t OCGe9i 0i J3zwYxDl h5eAD_- Yi Y-

yUBQKY85pJPbTqRAUSW Hh4Saj 4HEgOTMDEUl ToCgF-

U9gEFO0Y51dc17VWBNKeCEI f ar P4x893yz YRNNr bk8I t gj Qql n60QRAH4A9dow28f Ui GyUCculdazXr Or OA_j - Lg-

5KaVkT6dXI USSMW r hszr dnt K9akbEP3AdKREr VNosVR_af WiCo8l By A

ca.crt: 1025 bytes

Access the Dashboard by using the APl proxy

From your local machine:
> ssh -L 8001:127.0.0.1:8001 <USER>@<IP>

> kubectl proxy



Browse to:

http://localhost:8001/api/vl/namespaces/kube-system/services/https:kubernetes-dashboard:/proxy/.

Access the Dashboard using port forwarding
From your local machine:
> ssh -L 8443:127.0.0.1:8443 <USER>@<IP>

> kubectl port-forward $(kubectl -n kube-system get pods |grep kubernetes-dashboard |awk ‘{print $1}') 8443:8443 --namespace=kube-system

Browse to:

https://localhost:8443

Sign in to the Dashboard

Sign in using the token previously retrieved.

Kubernetes Dashboard

(O Kubeconfig

Please select the kubeconfig file that you have created to configure access to the cluster. To find out more about how to configure and
use kubeconfig file, please refer to the Configure Access to Multiple Clusters section.

(® Token

Every Service Account has a Secret with valid Bearer Token that can be used to log in to Dashboard. To find out more about how to
configure and use Bearer Tokens, please refer to the Authentication section.

Enter token
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http://localhost:8001/api/v1/namespaces/kube-system/services/https:kubernetes-dashboard:/proxy/
https://localhost:8443/
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Install Sample Pod

> vi nginx-example.yaml

api Version: apps/vl # for versions before 1.9.0 use apps/vlbeta2
ki nd: Depl oynent

net adat a:
nane: ngi nx-depl oynment
spec:
sel ector:
mat chLabel s:
app: ngi nx
replicas: 2 # tells deploynment to run 2 pods natching the tenplate
tenpl ate:
net adat a:
| abel s:
app: ngi nx
spec:

cont ai ners:

- name: ngi nx
image: nginx:1.7.9
ports:
- containerPort: 80

> kubectl apply -f nginx-example.yaml

Expose your nginx pods via a nodePort

> kubectl expose deployment nginx-deployment --type=NodePort --name=nginx

> kubectl get services



NAVE TYPE CLUSTER- | P EXTERNAL- | P PORT( S) AGE
kuber net es Clusterl P 10.96.0.1 <none> 443/ TCP 95m
ngi nx NodePor t 10.98.77.176 <none> 80: 31490/ TCP  119s

From the above we can see that the nginx service is exposed on port 31490.
Verify by issuing the following command:

> curl http://<NODE_IP>:31490

Troubleshooting

Reset and start all over

> sudo kubeadm reset
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