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Build Base Image

Install Docker

> sudo yum check-update

> sudo curl -fsSL https://get.docker.com/ | sh
> sudo systemctl start docker

> sudo systemctl status docker

> sudo systemctl enable docker

> sudo usermod -aG docker $(whoami)

> sudo reboot

Install Kubernetes



sudo su

cat <<ECF > /etc/yumrepos. d/ kubernetes. repo

[ kuber net es]

nane=Kuber net es

baseur | =ht t ps: // packages. cl oud. googl e. conf yunt r epos/ kuber net es- el 7- x86_64
enabl ed=1

gpgcheck=1

repo_gpgcheck=1

gpgkey=htt ps:// packages. cl oud. googl e. con?’ yuni doc/ yum key. gpg https:// packages. cl oud. googl e. coni yuni doc/ r pm
package- key. gpg

excl ude=kube*

ECF

# Set SELinux in pernmissive npde (effectively disabling it)
setenforce 0
sed -i 's/”SELI NUX=enf orci ng$/ SELI NUX=per mi ssive/' /etc/selinux/config

yuminstall -y kubel et kubeadm kubect!| --di sabl eexcl udes=kuber netes

systentt| enable --now kubel et

Pull images

> sudo kubeadm config images pull

[config/inmages] Pulled k8s.gcr.
[config/imges] Pulled k8s.gcr.
[config/imges] Pulled k8s.gcr.
[config/inmages] Pulled k8s. gcr
[config/imges] Pulled k8s.gcr.
[config/inmges] Pulled k8s.gcr.
[config/inmages] Pulled k8s.gcr.

o/ kube- api server:vl.13.1

o/ kube-control | er-manager:v1.13.1
o/ kube-schedul er:v1.13.1

o/ kube-proxy:v1.13.1

o/ pause: 3.1

o/etcd: 3.2.24

o/ coredns:1.2.6

Configure OS

Disable firewall

> systenct!| disable firewalld
> systenct!l stop firewalld
> systenct| status firewalld

Fix for error: FileContent--proc-sys-net-bridge-bridge-nf-call-iptables

> vi /etc/sysctl.conf

net. bridge. bridge-nf-call-iptables =1
> sudo sysctl -p
Disable SWAP

> swapoff -va

> vi /etc/fstab



# letc/fstab: staticfile systeminformation.

#

# Use 'blkid to print the universally unique identifier for a

# device; thismay be used with UUI D= as a nore robust way to nane devices

# that works even if disks are added and renoved. See fstab(5).

#

# <file systenr <nmpunt point> <type> <options> <dunmp> <pass>

# | was on /dev/sdal during installation

UUI D=e7b204f 7- 9f 41- 42d4- b55f - 292990f 4137a / ext4 errors=remount-ro 0
# swap was on /dev/sda5 during installation

#UUl D=9ca9f 4cb- 876e- 4e23- 91a4- 2f 543b5537ac none swap sw 0
> reboot

Build the Load Balancer

Set Hostname
> sudo hostnamectl set-hostname k8slb

> sudo hostnamectl

Update Yum

> yum update

Disable firewall

> systenct!| disable firewalld
> systenct!l stop firewalld
> systentt| status firewalld

Install haproxy

> yum install haproxy

> vi /etc/haproxy/haproxy.cfg



letc/haproxy/haproxy.cfg

gl obal

defaul ts

frontend kubernetes
bind *:6443
node tcp
def aul t _backend kuber net es- mast er - nodes

# static backend for serving up inmages, stylesheets and such

backend kuber net es- nast er - nodes
node tcp
bal ance roundrobin
option tcp-check
server k8smasterl 172.20.233.181: 6443 check fall 3 rise 2
server k8smaster2 172.20.233.182: 6443 check fall 3 rise 2
server k8smaster3 172.20.233.183: 6443 check fall 3 rise 2

> sudo systemctl start haproxy

> sudo systenctl enabl e haproxy

> sudo systemctl status haproxy

Verify that you can connect
nc -v LOAD_BALANCER_IP 6443

>nc -v 172.20.233.180 6443

Build a K8sMasterl Node

Login to your Master node

> ssh test@172.20.233.181

Set the hostname

> sudo hostnanect| set-hostnane k8smasterl
> sudo host namect |

Generate SSH Key

As test:

> ssh-keygen -t rsa -b 2048

Copy to other nodes

> ssh-copy-id test@172.20.233.182


mailto:test@172.20.233.182

> ssh-copy-id test@172.20.233.186

As root:
> sudo su

> ssh-keygen -t rsa -b 2048

Copy to other nodes

> ssh-copy-id test@172.20.233.182

> ssh-copy-id test@172.20.233.186

Create kubeadm-config file

> vi kubeadm-config.yaml

api Ver si on: kubeadm k8s.i o/ vlbetal
ki nd: d usterConfiguration
kuber net esVersi on: stable
api Server:

cert SANs:

"k8sl b.ott.dev.intra"

control Pl aneEndpoi nt: "k8slb.ott.dev.intra: 6443"
net wor ki ng:

podSubnet: 10.244.0.0/ 16

Initialize Master (using Flannel)

> sudo kubeadminit --config=kubeadm config.yamn

[init] Using Kubernetes version: vl1.13.4
[preflight] Running pre-flight checks

Your Kubernetes master has initialized successfully!

To start using your cluster, you need to run the following as a regul ar user:
nkdir -p $HOVE/ . kube
sudo cp -i /etc/kubernetes/adn n.conf $HOVE . kube/config
sudo chown $(id -u):$(id -g) $HOWE . kube/config

You shoul d now deploy a pod network to the cluster.

Run "kubect!l apply -f [podnetwork].yam " with one of the options listed at:

https://kubernetes.io/docs/concepts/cluster-adn nistration/addons/

You can now joi n any nunber of nmachines by running the follow ng on each node
as root:

kubeadm join k8sl b.ott.dev.intra: 6443 --token ktenf3. pshi sb9l spt 1i 40i --di scovery-token-ca-cert-hash sha256:
1e737466a59f 00083a4ddf 43c9f cf 446a5blceeB8346af d1565d341f e5dee2c46

Record the kubeadm join command!

As your non root user:
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nkdir -p $HOVE . kube
sudo cp -i /etc/kubernetes/adm n.conf $HOVE/ . kube/config
sudo chown $(id -u):$(id -g) $HOW . kube/config

Verify that your network is on the right network interface

kubect| get pods -o wide --all-nanespaces

NAMESPACE NAME READY  STATUS RESTARTS  AGE 1P NODE
NOM NATED NODE READI NESS GATES

kube-system coredns-86c58d9df 4- 8zk5t 0/1 Pendi ng 0 2d3h <none> <none>
<none> <none>

kube-system coredns-86c58d9df 4-tsftk 0/1 Pending O 2d3h  <none> <none>
<none> <none>

kube-system etcd-k8master 171 Runni ng 1 2d3h 10.0.3.15 k8nast er
<none> <none>

kube-system kube- api server - k8nmast er 1/1 Runni ng 1 2d3h 10.0.3.15 k8mast er
<none> <none>

kube-system kube-control | er-manager - k8mast er 1/1 Runni ng 1 2d3h 10.0. 3. 15 k8mast er
<none> <none>

kube-system kube- proxy-88gdq 1/1 Runni ng 1 2d3h 10.0.3.15 k8mast er
<none> <none>

kube-system kube-schedul er - k8mast er 1/1 Runni ng 1 2d3h 10.0.3.15 k8mast er
<none> <none>

Install Flannel Network Plugin
> sudo sysctl net.bridge.bridge-nf-call-iptables=1

> kubectl apply -f https://raw.githubusercontent.com/coreos/flannel/bc79dd1505b0c8681ece4de4c0d86c5cd2643275/Documentation/kube-flannel.yml

NOTE: See https://kubernetes.io/docs/setup/independent/create-cluster-kubeadm/ for details on the various plugins and their setup.

Verify that all of your kubernetes pods are running

> kubectl get pods --all-namespaces

NAMESPACE NAVE READY  STATUS RESTARTS  AGE
kube-system coredns-86c58d9df 4- 8zk5t 171 Running O 47h
kube-system coredns-86c58d9df 4-tsftk 1/1 Runni ng 0 47h
kube-system etcd-k8naster 1/1 Runni ng 1 47h
kube-system kube- api server - k8mast er 1/1 Runni ng 1 47h
kube-system kube-control | er-nmanager - k8mast er 1/1 Runni ng 1 47h
kube-system kube-fl annel - ds- and64-f| 5wp 1/1 Runni ng 0 12s
kube-system  kube- proxy-88gdq 1/1 Runni ng 1 47h
kube-system kube-schedul er - k8nmast er 1/1 Runni ng 1 47h

Copy Certificates to Other Master Nodes

> sudo su

> vi copyCertsToMasters.sh


https://kubernetes.io/docs/setup/independent/create-cluster-kubeadm/

copyCertsToMasters.sh

USER=t est # custom zabl e

CONTROL_

for host
scp
scp
scp
scp
scp
scp
scp
scp
scp

done

> chmod +x

PLANE | PS="172. 20. 233. 182 172. 20. 233. 183"
in ${CONTROL_PLANE_ | PS}; do
/ et c/ kubernet es/ pki/ca.crt "${USER}" @host:
/ et c/ kuber net es/ pki / ca. key "${USER}" @host :
/ et c/ kuber net es/ pki / sa. key "${USER}" @host:
/ et c/ kuber net es/ pki / sa. pub " ${ USER} " @host :
/ et c/ kuber net es/ pki/front-proxy-ca.crt "${USER} " @host :
/ et c/ kuber net es/ pki / front - proxy-ca. key "${USER}" @host :
/ et c/ kubernet es/ pki/etcd/ca.crt "${USER}" @host:etcd-ca.crt
/ et c/ kuber net es/ pki / et cd/ ca. key "${USER}" @host: et cd-ca. key
/ et c/ kuber net es/ admi n. conf "${USER}" @host:

copyCertsToMasters.sh

> /copyCertsToMasters.sh

Setup

Other Master Nodes

Perform the following steps on the other master nodes (k8smaster2 and k8smaster3).

Set the

> sudo su

hostname

> host nanect| set-hostnane k8smasterl

> host nanect |

> reboot

Move Certificates

> ssh test@<ip of master node>

> sudo su

> vi moveFilesFromMaster.sh

moveFilesFromMaster.sh

USER=t est # custoni zabl e
nkdir -p /etc/kubernetes/pki/etcd

333333333

> chmod +x

/ hore/ ${ USER}/ ca. crt /et c/ kuber net es/ pki /

/ hone/ ${ USER}/ ca. key / et c/ kuber net es/ pki /

/ hone/ ${ USER}/ sa. pub / et ¢/ kuber net es/ pki /

/ hore/ ${ USER}/ sa. key / et c/ kuber net es/ pki /

/ home/ ${ USER}/ f r ont - proxy-ca. crt /etc/ kuber net es/ pki /

/' hone/ ${ USER}/ f r ont - pr oxy- ca. key /et c/ kuber net es/ pki /

/' hone/ ${ USER}/ et cd- ca. crt /etc/ kubernetes/ pki/etcd/ca.crt
/ horre/ ${ USER}/ et cd- ca. key /et c/ kuber net es/ pki / et cd/ ca. key
/ horre/ ${ USER} / admi n. conf /et c/ kuber net es/ admi n. conf

moveFilesFromMaster.sh

> ./moveFilesFromMaster.sh

Join the Cluster

> sudo su



> kubeadm join k8slb.ott.dev.intra:6443 --token ktemf3.pshisb9lspt1i40i --discovery-token-ca-cert-hash sha256:
1e737466a59f00083a4ddf43c9fcf446a5blcee8346afd1565d341fe5dee2c46 --experimental-control-plane

Notice the addition of the - - experi nent al - cont r ol - pl ane flag. This flag automates joining this control plane node to the cluster.

As your non root user:

nkdir -p $HOVE/ . kube
sudo cp -i /etc/kubernetes/adn n.conf $HOVE/ . kube/ config
sudo chown $(id -u):$(id -g) $HOW . kube/config

Verify that the node has joined the cluster:
From the k8smasterl under the test account issue the following command:

> kubectl get nodes

Setup Worker Nodes

Perform the following steps on all of the worker nodes (k8sworkerl, k8sworker2, k8sworker3).

Set the hostname

> sudo su
> host nanect| set-hostnanme k8sworker1

> host nanect |

> reboot

Join the Cluster

From the worker nodes issue the following command. If your token has expired from you may need to create a new one.
> sudo su

> kubeadm join k8slb.ott.dev.intra:6443 --token ktemf3.pshisb9lspt1i40i --discovery-token-ca-cert-hash sha256:
1e737466a59f00083a4ddf43c9fcf446a5blcee8346afd1565d341fe5dee2c46

Verify that the nodes have been added by issuing the following command at the master:

> kubectl get nodes

NAMVE STATUS ROLES AGE VERSI ON
k8smast er 1 Ready mast er 27m v1.13. 4
k8smast er 2 Ready mast er 8mi3s v1.13. 4
k8snast er 3 Ready mast er 7nb6s vl1.13.4
k8swor ker 1 Ready <none> 71s v1.13. 4
k8swor ker 2 Ready <none> 63s v1.13. 4
k8swor ker 3 Ready <none> 25s v1.13.4


http://wiki.jmehan.com/pages/admin.conf

Install Dashboard

From the master node:

> kubect| create -f https://raw. githubusercontent.conm kuber net es/ dashboar d/ mast er/ ai o/ depl oy/ r ecommended
/ kuber net es- dashboar d. yani

secr et/ kuber net es-dashboard-certs created

servi ceaccount / kuber net es- dashboard creat ed

rol e. rbac. aut hori zati on. k8s. i o/ kuber net es- dashboar d- m ni mal created

rol ebi ndi ng. rbac. aut hori zati on. k8s. i o/ kuber net es- dashboar d- nmi ni mal created
depl oynent . apps/ kuber net es- dashboard creat ed

servi cel/ kuber net es-dashboard creat ed

Create a dashboard admin user:

vi dashboard-adminuser.yaml

api Version: vl
ki nd: Servi ceAccount
nmet adat a:
name: adm n-user
namespace: kube-system
api Version: rbac. aut hori zation. k8s.io/ vl
ki nd: d ust er Rol eBi ndi ng
net adat a:
name: adm n-user
rol eRef:
api G oup: rbac. authorization.k8s.io
kind: CusterRole
name: cluster-admn
subj ect s:
- kind: ServiceAccount
name: adm n-user
nanespace: kube-system

> kubectl apply -f dashboard-adminuser.yaml

servi ceaccount/adm n-user created
cl ust errol ebi ndi ng. rbac. aut hori zati on. k8s. i o/ adm n-user created

Get the access token



> kubect| -n kube-system describe secret $(kubectl -n kube-system get secret | grep admi n-user | awk '{print
$1}')

Nane: adm n- user -t oken- s6x6d
Nanespace: kube-system
Label s: <none>

Annot ati ons: kubernetes.io/service-account.nanme: adni n-user
kubernet es. i o/ servi ce-account. uid: 7f55a022-1a05-11e9- a8cb-6c3be541582b

Type: kubernetes.io/service-account-token

nanmespace: 11 bytes

t oken: eyJhbCGci G JSUzI INi | sl nt pZCl 61 J9.

eyJpc3M O Jr dWII cnbl dGVzL3N cnZpY2VhY2NvdWs0l i wi a3Vi ZXJUuZXRl cy5pby9zZXJ2aWNl YWN b3VudCOuYWLI ¢3BhY2Ui O Jr dWII LXNS
¢3R bSI sl nt 1YnmVybmV0ZXMiaVWBvc2Vydm j ZWFj Y291bnQuvc2Vj cmVOLnbhbWUi O JhZGlpbi 11c2VyLXRva2VuLXM2eDZk! i wi a3Vi ZXJuZXRl
cy5pby9zzXJ2aVWNl YWNj b3VudC9zZXJ2aWNl LWFj Y291bnQubnft ZSI 61 nFkbW uLXVzZXI i LCIr dWII cnbl dGVzLm vL3N cnZpY2VhY2NvdWs0
L3N cnZpY2Ut YWNj b3VudC51aWQ O | 3Zj ULYTAYM OxYTALLTExZTkt YThj Yi 02YzNi ZTUOMTUAM i LCIzdW i O JzeXNOZWD6c2Vydmi j Z\WFj
Y291bnQ6a3Vi ZS1zeXNOZWD6 YWRt aWit dXNI ci J9. bt oYxankG_dwwOsht 85C t xkXr 6vOr W SzwkyGT1i vj 9M gr vBAeF044VO hhwqj v-

| JQOpbFk3TnbDE4AQWUr 9aFyi QZo_qQCGyqSj _ NBKWIDW3NOKT] k_si B_3Zb4t OCGe9i 0i J3zwYxDl h5eAD_- Yi Y-

yUBQKY85pJPbTqRAUSW Hh4Saj 4HEgOTMDEUl ToCgF-

U9gEF0Y51dc17VWBNKeCEl f ar P4x893yz YRnNr bk8I t gj Qql n60QRAH4A9dow28f Ui GyUCculdazXr Or 0A_j - Lg-

5KaVkT6dXI USSMW r hszr dnt K9akbEP3AdKREr VNosVR_af WiCo8l By A

ca.crt: 1025 bytes

Access the Dashboard by using the API proxy

From your local machine:
> ssh -L 8001:127.0.0.1:8001 <USER>@<IP>

> kubectl proxy

Browse to:

http://localhost:8001/api/vl/namespaces/kube-system/services/https:kubernetes-dashboard:/proxy/.

Access the Dashboard using port forwarding
From your local machine:
> ssh -L 8443:127.0.0.1:8443 <USER>@<IP>

> kubectl port-forward $(kubectl -n kube-system get pods |grep kubernetes-dashboard |awk {print $1}') 8443:8443 --namespace=kube-system

Browse to:

https://localhost:8443

Sign in to the Dashboard

Sign in using the token previously retrieved.


http://localhost:8001/api/v1/namespaces/kube-system/services/https:kubernetes-dashboard:/proxy/
https://localhost:8443/

Kubernetes Dashboard

(O Kubeconfig

Please select the kubeconfig file that you have created to configure access to the cluster. To find out more about how to configure and

use kubeconfig file, please refer to the Configure Access to Multiple Clusters section.

(® Token

Every Service Account has a Secret with valid Bearer Token that can be used to log in to Dashboard. To find out more about how to

configure and use Bearer Tokens, please refer to the Authentication section.

Enter token
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Install Sample Pod

> vi nginx-example.yaml




api Version: apps/vl # for versions before 1.9.0 use apps/vlbeta2
ki nd: Depl oynent
net adat a:
nane: ngi nx-depl oynent
spec:
sel ector:
mat chLabel s:
app: ngi nx
replicas: 3 # tells deploynment to run 3 pods natching the tenplate
tenpl ate:
net adat a:
| abel s:
app: ngi nx
spec:
cont ai ners:
- name: ngi nx
imge: nginx:1.7.9
ports:
- containerPort: 80
api Version: vl
ki nd: Service

net adat a:
name: ngi nx
spec:
type: NodePort
sel ector:
app: ngi nx
ports:
- port: 80

nodePort: 31080
name: ngi nx

> kubectl apply -f nginx-example.yaml

> kubectl get services

NAMVE TYPE CLUSTER- | P EXTERNAL- | P PORT( S) ACGE
kuber net es Clusterl P 10.96.0.1 <none> 443/ TCP 5h32m
ngi nx NodePor t 10.99.190. 114 <none> 80: 31080/ TCP  2n%6s

From the above we can see that the nginx service is exposed on port 31080.
Verify by issuing the following command:

> curl http://<NODE_IP>:31080

http://172.20.233.184:31080/

Troubleshooting

Reset and start all over

> sudo kubeadm reset

Centos Commands


http://172.20.233.184:31080/

Cmd Description

hostname -1 = Get the ip address

ip addr ifconfig
References
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