SSL

The CA certificate bundle is automatically mounted into pods using the default service account at the path

Ivar/run/secrets/kubernetes.io/serviceaccount/ca.crt

Test Commands

> curl -vs --user test:testpw https://registry:5000/v2/_catalog

* Trying 10.100.117. 234. ..
* TCP_NCDELAY set
* Connected to registry (10.100.117.234) port 5000 (#0)
* ALPN, offering h2
* ALPN, offering http/1.1
* successfully set certificate verify |ocations:
* CAfile: /etc/ssl/certs/ca-certificates.crt
CApath: /etc/ssl/certs
* TLSv1l.2 (QOUT), TLS handshake, Cient hello (1):
* TLSv1.2 (IN), TLS handshake, Server hello (2):
* TLSv1.2 (IN), TLS handshake, Certificate (11):
* TLSv1l.2 (QUT), TLS alert, Server hello (2):
* SSL certificate problem unable to get |ocal issuer certificate
* stopped the pause streanl
* O osing connection O

> curl -vs --cacert /var/run/secrets/kubernetes.io/serviceaccount/ca.crt --user test:testpw https://registry:5000/v2/_catalog


http://kubernetes.io/serviceaccount/ca.crt
https://registry:5000/v2/_catalog
http://kubernetes.io/serviceaccount/ca.crt
https://registry:5000/v2/_catalog

*  Trying 10.100.117.234. ..

* TCP_NCDELAY set

* Connected to registry (10.100.117.234) port 5000 (#0)

* ALPN, offering h2

* ALPN, offering http/1.1

* successfully set certificate verify |ocations:

* CAfile: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
CApath: /etc/ssl/certs

* TLSvl1l.2 (QUT), TLS handshake, Cient hello (1):
* TLSv1l.2 (IN), TLS handshake, Server hello (2):
* TLSv1.2 (IN), TLS handshake, Certificate (11):
* TLSv1.2 (IN), TLS handshake, Server key exchange (12):
* TLSv1l.2 (IN), TLS handshake, Server finished (14):
* TLSv1l.2 (QUT), TLS handshake, Cient key exchange (16):
* TLSv1l.2 (QUT), TLS change cipher, Cient hello (1):
2

* TLSv1l.2 (QUT), TLS handshake, Fi nished (20):

* TLSv1.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSvl.2 / ECDHE- ECDSA- AES128- GCM SHA256
* ALPN, server accepted to use h2

* Server certificate:

* subject: CN=registry

* start date: Apr 11 14:17:00 2019 GV

* expire date: Apr 10 14:17:00 2020 GMVI

* common nane: registry (nmatched)

* issuer: CN=kubernetes

* SSL certificate verify ok.

* Using HTTP2, server supports mnulti-use

* Connection state changed (HTTP/ 2 confirmed)

* Copying HTTP/2 data in streambuffer to connection buffer after upgrade: |en=0
* Server auth using Basic with user 'test'

Using Stream ID: 1 (easy handl e 0x55f 9ad4398e0)

*

> CET /v2/_catal og HTTP/ 2

> Host: registry: 5000

> Aut hori zati on: Basi ¢ dGvzdDp0OZXNOcHc=

> User-Agent: curl/7.58.0

> Accept: */*

>

* Connection state changed ( MAX_CONCURRENT_STREAMS updat ed)!
< HTTP/ 2 200

< content-type: application/json; charset=utf-8
< docker-distribution-api-version: registry/2.0
< x-content-type-options: nosniff

< content-length: 34

< date: Thu, 11 Apr 2019 20:37:58 GMI

<

{"repositories":["nginx-jmehan"]}
* Connection #0 to host registry left intact

> echo | openssl s_client -connect registry:5000

depth=0 CN = registry
verify error:nun=20: unable to get local issuer certificate
verify return:1
depth=0 CN = registry
verify error:num21: unable to verify the first certificate
verify return:1
CONNECTED( 00000003)
Certificate chain
0 s:/CN=registry
i 1/ CN=kuber net es

Server certificate



----- BEG N CERTI FI CATE- - - - -

M | CPzCCASegAW BAgl UZi nr eoUbQAubSHgg2 SVHv SDSOOwWWDQYJ KoZI hvc NAQEL
BQAWFTETMBEGALUEAX MKa3Vi ZXJuZXR ¢z Ae FwOx OTAOMT Ex NDE3MDBaFwOy MDAO
MT Ax NDE3MDBaMBMK ETAPBgNVBAMI CHI | Z21 zdHI5SMFkwEWYHKoZI zj 0CAQY! KoZlI
zj ODAQc DQAEepRoORVRA uazf PpWRT5dFs 70aB8L YQGd 7wBxy QB4 K6 DFz 4 Cu QvBf
3Sdz2pgnDf ¢cNdpFQQpF+KdFSWW QriGHZt 6NUVFI wDg YDVROPAQH BAQDAGWW VBVG
DONE

A1UdJ QQVIVA0 GCCs GAQUFBWIVBIVAWGAL Ud EWEB/ wQCVAAWHQYDVROOBBYEFCS Zj Nis
NGcH6UTuz OUl t NWé Bby KMAOGCSqGSI h3DQEBOWMUAA4| BAQAr Mhnbeli S/ Zuwt LZg
s8LvHge50VI 2w+x DLaP6 Xwp YOF8y X8 Cgzw+3haBPNChBB3KX9J 79gFpgCs YOVWy C
i G jEJ2sgyJ70CGqdFsPal | Kpl 1 JgY/ 1xbz5! r HHouP6zcceaGnZVJj V7KRTK/ T5a
ZRAt Bnlul awt sWwAFS5J4Ki BvphoqcvLB78bnmkz Tkz2f J7f KI QCSC6CdgTaz My Oy
VSE903wWLPFpPoj FBCKS27YU9t 5Ct k8LHAboshBFOxQZf f t Si VFAQ hZmhMzj g6EH
Dj HCeYb7x0Gn51i HennFwaq+xj vygELgkBxl MJ SYI VwY3nxi bd0e03MKs ROY6n2o
hTc8

————— END CERTI FI CATE- - - - -

subj ect =/ CN=regi stry

i ssuer =/ CN=kuber net es

No client certificate CA nanes sent

Peer signing digest: SHA512

Server Tenmp Key: X25519, 253 bits

SSL handshake has read 968 bytes and witten 269 bytes
Verification error: unable to verify the first certificate

New, TLSv1l.2, Cipher is ECDHE- ECDSA- AES128- GCM SHA256

Server public key is 256 bit

Secure Renegotiation IS supported

Conpr essi on: NONE

Expansi on: NONE

No ALPN negoti at ed

SSL- Sessi on:
Protocol : TLSv1.2
Ci pher . ECDHE- ECDSA- AES128- GCM SHA256

Session-1D: 397AD3D2AC801DCO6FA5C51D94D9A21E4601DDA9CAEF1A7721E22F8ATFAFEOF4

Sessi on-1D-ct x:

Mast er - Key: 76AD7A659F8A7C20371D33F57220ABC88AB241AF98D7383573DAF2B7D385EDE11A2166FEAA5945C8757C
0A9692944204

PSK i dentity: None

PSK identity hint: None

SRP usernane: None

TLS session ticket:

0000 - ec 6d dd 31 99 d5 88 0Oc-57 bf d3 8a 54 30 f4 3b .m1l....W..TO0.;

0010 - 23 07 a4 5a 03 29 6a 4f-bd 10 22 05 51 92 67 62 #..2.)jO.".Qgb

0020 - db 8c 20 fc 8f 98 10 27-24 b3 f5 19 35 24 40 cb ... 8...5%0@

0030 - 4b 2a 04 1d 65 33 67 04-15 fa 47 70 bf 53 2c 39 K*..e3g...(.S,9

0040 - 2f cb e0 2c d3 8a 3e 24-e3 c5 85 a8 3a 9b 57 b2 A Y
0050 - e6 2e 6b 59 56 cd 9a ae-ca 38 f5 cc ab c2 e4 42 o kyveo o800, B
0060 - eb e4 1f 77 93 3a de 92-49 e6 ae 70 20 33 93 2a oWl loap 3%
0070 - 16 eb b5 45 6¢c 1lc 1f 2c- ... El..,

Start Tine: 1555013937

Ti meout : 7200 (sec)

Verify return code: 21 (unable to verify the first certificate)
Ext ended master secret: no
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