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Overview

il

Specifications
Product:
Info URL

Website | https://www.acurite.com/kbase/thermometers/00606_Thermometer.html

Manual | https://www.acurite.com/media/manuals/00606-instructions.pdf

Transmitter:


https://www.acurite.com/kbase/thermometers/00606_Thermometer.html
https://www.acurite.com/media/manuals/00606-instructions.pdf

Specification Value

Model 00606 TXAL
FCC ID RNEG06TXAL
Receiver:

Specification Value
Model 00606TXAL

FCC ID RNEG06TXAL

RTL_433 Reverse Engineering

Using rtl_433:

> rtl_433

Output:

rtl_433 version 19.08-18-g8eecdbb branch naster at 201909241811 inputs file rtl_tcp RTL-SDR
Use -h for usage help and see https://triq.org/ for documentation.

Trying conf file at "rtl_433.conf"...

Trying conf file at "/Users/john.nehan/.config/rtl_433/rtl_433.conf"...

Trying conf file at "/usr/local/etc/rtl_433/rtl_433.conf"...

Trying conf file at "/etc/rtl_433/rtl_433.conf". ..

Consi der using "-Mnewrndel" to transition to new nodel keys. This will becone the default soneday.
A tabl e of changes and discussion is at https://github. con merbanan/rtl _433/pul |/ 986.

Regi stered 108 out of 138 device decoding protocols [ 1-4 8 11-12 15-17 19-21 23 25-26 29-36 38-60 63 67-71 73-
100 102-103 108-116 119 121 124-128 131-138 ]

Found Rafael Mcro R820T tuner

Exact sanple rate is: 250000. 000414 Hz

[ RB2XX] PLL not | ocked!

Sanpl e rate set to 250000 S/s.

Tuner gain set to Auto.

Tuned to 433.920MHz.

time : 2019-10-03 11:08: 26

nodel : Acurite 606TX Sensor id : 120

Battery : OK Tenperature: 25.9 ClIntegrity : CHECKSUM

> rtl



Det ected OOK package 2019- 10- 03 11:49: 46
Anal yzi ng pul ses. ..

Total count: 237, width: 744.45 s (186112 S)
Pul se wi dth distribution:
[ 0] count: 237, wdth: 508 us [496;516] ( 127 9
Gap wi dth distribution:
[ 0] count: 154, wdth: 1932 us [1924; 1944] ( 483 9)
[ 1] count: 70, width: 3884 us [3876; 3896] ( 971 9
[ 2] count: 5, wdth: 468 us [460;476] (117 9)
[ 3] count: 6, width: 8520 us [8516; 8532] (2130 9)
[ 4] count: 1, width: 708 us [708;708] ( 177 95
Pul se period distribution:
[ 0] count: 154, wdth: 2440 us [2432; 2456] ( 610 9
[ 1] count: 70, width: 4392 us [4380;4408] (1098 9)
[ 2] count: 5, width: 972 us [972;980] ( 243 9
[ 3] count: 6, width: 9032 us [9028;9040] (2258 9)
[ 4] count: 1, width: 1220 us [1220; 1220] ( 305 9)

Level estimates [high, low: 15939, 1378

RSSI: -0.1 dB SNR 10.6 dB Noise: -10.7 dB

Frequency offsets [F1, F2]: 18554, 0 (+70.8 kHz, +0.0 kHz)

Quessing nmodul ation: Pulse Position Mdulation with fixed pulse width

Attenpting denodul ation... short_w dth: 468, long_width: 708, reset_limt: 8536, sync_width: 0
Use a flex decoder with -X 'n=nane, m=OOK_PPM s=468, | =708, g=712, r =8536'

pul se_denod_ppn(): Anal yzer Device

bi tbuffer:: Number of rows: 25

[o0] { o}
[01] { 0o}
[02] { o}
[03] { 0O}
[04] { 0}
[05] { o}
[o6] { 0O}
[o7] { o}
[o8] { 0O}
[09] { o}
[10] { o}
[11] { o}
[12] { 0}
[13] { o}
[14] { 0}
[15] { 0O}
[16] { 0O}
[17] { 0O}
[18] { o}
[19] { 0o}
[20] { o}
[21] { o}
[22] { o}
[23] { O} :
[24] { 0O} :
Maxi mum nunber of rows reached. Message is likely truncated.

So, this is showing us that it detected OOK modulation but when it tries to convert to bits, it fails...

What is an OOK package?

On Off Keying is a form of Amplitude Shift Keying (ASK) limited to two values. If you use ASK with only two values, you are essentially using OOK.



Finding the Bits

Install Let's install Universal Radio Hacker.

> pip3 install urh

Running URH

>urh

From the initial window, select File Record Signal



[ X X ] Record Signal

Y-Scale
¥ Device settings
Device: RTL-SDR ]
Device Identifier: Realtek RTL2838UHIDIR (SN: 01 & @
Frequency (Hz): 433.920M =
Sample rate (Sps):  1.000M 3
Bandwidth (Hz): 1.000M <
Gain: 9, a9 S
Frequency correction: 1 B
Direct sampling: disabled j+]
DC correction: (7 Apply DC correction
L
Start Stop Save... Clear
Samples captured:
18.2M
Receive buffer full:
3%
Signal size (in MiB):
139.00
Time (in seconds):
18.22
RTLSDR-OPEN (#0): Success
RTLSDR-SET_FREQUENCY to 433820000.0: Success
RTLSDR-SET_SAMPLE_RATE to 1000000.0: Success
RTLSDR-SET_BANDWIDTH to 1000000.0: Success
RTI SDR-SET FREOLIENCY CORRECTION tn 1- Su N
U

Click Start button and once you noticed your signal, click Stop and Save. Close the window
The Interpretation Screen should appear.
® zoom in on the first burst.

" Set the signal view to Demodulated.

[ L X ] Universal Radio Hacker

WO Analysis  Generator  Simulator |

1: Complex Signal )

142936-433_920MHz-1MSps-1MHz |

Nois: oooss 1¢]
Center: 0.0177 <)
Bit Length: 500 <)

ErrorTolerance: T3
Modulation: ASK B

(&) 1951 selected  1.95ms  -36.55 dBm

84020100804210804210842 100842 108042010804021080421080 [Pause: 8533 samples]
Signal View: Demedulated [5]  54020100804210804210842100842108042010804021080421000 [Pause: 8541 samples]
840201008042108042 10842100842 10804201080402108042 1000 [Pause: 8534 samples]
[ Show Signalas | Hex [0 84020100804210804210847100842 1050420 1080402108042 1000 [Pause: 8533 samples]

Warning: You are running URH in non project mode. All your settings will be lost after closing the pragram. If you want to keep your settings create a project via File -> New Project. Don't show this hint




Looking at the entire signal, we see that it sends the identical information 7 times.

This particular signal starts every bit by turning ON the RF signal and then turning if off for either 2 or 4 milliseconds. Staying off for 2 ms signifies a value
of 0 while staying off for 4 ms signifies a value of 1.

What we deduced from looking at the signal:

Pulse Delay
OnPulse | 0.5ms
0 value 2 ms off between On Pulse
1 value 4 ms off between On Pulse
Stop Pulse | 0.5 ms
9 ms delay between repeats

repeat the whole thing a total of 7 times.

If we look at just one of the pulses, we see that it contains 32 bits or 4 bytes:

[ XX ] Universal Radio Hacker

[0 Analysis Generator Simulator |

1: Complex Signal @

151509-433_920MHz-1MSps-1MHz |

Noise: 0.0130 [}
Center: 0.0138 ]
Bit Length: 500 1<)

Error Tolerance: 1|2
Modulation: Lask [

@ 110081 selected | 110.09ms  -23.42 dBm
10804210842 [Pause: 8539 samples]
S Demodulated 80402010840201050421084210084201008402010842 10084201000 [Pause: 8539 samples]
e  Demodulsted |5} 150501 05402010804 710842 1005420 1098402010842 1008422100 [Pause: B54@ samples]
0 Strowr Sigreias [ Hex 80402010840201050421084210084201008402010842 10084201000 [Pause: 8531 samples]
ow Signalas ‘—B 804020108402010804210842100842010084020108421008420100a [Pause: 8539 samples]

‘Warning: You are running URH in non project mode. All your settings will be lost after closing the program. If you want to keep your settings create a project via File -> New Project. Don't show this hint

We received the following data:

1110 0110 1000 0001 0011 0110 0001 0011 (E6 81 36 13 hex)

The Protocol

The protocol for this device is publish at the following URL:



http://www.osengr.org/WxShield/Downloads/Weather-Sensor-RF-Protocols.pdf

Details

The protocol for the AcuRite 00606TX is:

[ Rolling Code@ [ status (1) | Temperature, signed binary @) | Hash Code |

AcuRite 00606TX/00782W3 Message Data Layout

All in nibbles (4 bits).

Rolling Code(2), Status(1), Temperature (signed binary), Hash Code

Data being sent:

Nible Purpose Our Description
Value
1-2 Rolling E6 The rolling code randomly generated when the transmitter powers up.
Code

After the receiver receives it's first rolling code, it will not accept messages with a different code unless rebooted.
3 Status 8 A status of 8 signifies that the batter is ok.

The status nibble's MSB is a "battery okay" flag which is normally one. It goes to zero when the battery drops below about 2.6
volts or so.

4-6 Temperature 136 The temperature with 1 decimal place.
A temperature of 31.0C = 31.0*10 = 310 dec = 136 hex

7-8 Hash 13 Hash computed using

Checksum/Hash

This sensor does not use a simple checksum or even a more advanced CRC. Instead data integrity is verified by a hash code,
generated by multiplying the message bits with the byte sequence generated by a linear feedback shift register (LFSR). This
algorithm has been referred to as "an LFSR-based Toeplitz hash" in some of the literature.

Algorithm
1. Generate LSFR sequence equal to the length of the message.

In our case, our message is 24 bits long, so we will need 24 values plus an addition 5 since we are going to start at the fifth byte in the sequence.

" Start with an 8-bit register initialized to the value 0x7C (0111 1100)
® Generate a number of values equal to the message size in bits by repeating the following operations once for each bit.

« Rotate the register right one bit.

« If the bit shifted out of the LSB and into the MSB during the rotation was a one, then exclusive-or the value 0x18 into the register (i.e. flip the
state of bits 3 and 4). Do this after the rotate operation.

* The register value after these two operations is the sequence value to be stored. Perform these steps once for each bit in the message. If
the message contains 32 bits for example (as with the FOO7TH message) then you will need to generate a sequence of 40 bytes. Because
this sequence does not depend on the data message contents and can be pre-computed once and stored to save time.


http://www.osengr.org/WxShield/Downloads/Weather-Sensor-RF-Protocols.pdf

Values

e
52
ba
91
bo
ch
b6
7

1

L>|:1|_>|1
MSB

LFSR used with FOO7TH hash algorithm

1> 1> 0> 0} —

LSB

32

37

1f
29
c4
do
58
fd
Sh
e3

Start Value

0111 1100 (0X7C)
0011 1110 (0x3e)
0001 1111 (Ox1f)
1001 0111 (0x97)

1101 0011 (0xd3)

1000 0110 (0x86)

0011 0001 (0x31)

Shift Right

0011 1110

0001 1111

1000 1111

1100 1011

1110 1001

0100 0011

1001 1000

97

62
68
2C
eb
b5
a9

d3

31
34

73
c?
ec

fl

80
1a
Ob
al
61
76

el

40
0d
9d
c8
afd
ib

70

20
Qe

64
54
85

38

10
4f

32
Z2a
da

NO
NO
YES
YES

YES

NO

YES

1c Qe

08 04
bf 7
ad ce
19 94
15 92
6d ae

XOR with 0x18 if MSB =1 Xor Value

(flip bits 3 and 4)

07 9b d5

02 01 98
fb e5 ea
67 ab cd
4a 25 Ba
49 bc 5Se
57 b3 c1

- 0011 1110 (0x3e)
- 0001 1111 (0x1f)
xor 0x18 = 1001 0111 (0x97)
xor 0x18 = 1101 0011 (0Oxd3)

xor 0x18 = 1111 0001 (Oxf1)

- 0100 0011 (0x43)

xor 0x18 ' 1000 000 (0x80)

f2
3d
4c
75

45
2f
8

2. Combines the LSFR sequence with message bits to form the final hash value

79

26
az

ba
Bf
ic

a4
13
51
ar

df

To compute the message hash value, sequence through the 24 message bits in the order they were received. Since everything here
is big-endian, that means proceeding from MSB to LSB. Start by initializing the hash register to the value 0x00. As the message bits
are read, for every bit in the message that is a one, exclusive-or the corresponding value (+5) from the LSFR sequence into the

hash register.

For example, if the 10th bit is a one, then take the 15th value from the LFSR sequence and exclusive-or it into the hash register. If
the message were all zeros, then nothing would be added to the hash register and the result would be the initial value of 0x00.

From MSB to LSB for message 1110 0110 1000 0001 0011 0110 (E6 81 36 hex)

Register Value Index Value
00 23-MSB | 1
f1 22 1
11 21 1

Value=1?

Calculation

00 xor f1
f1 xor e0

11 xor 70

New Register Value

(xor with LSFR Sequence starting at the 5th (OxF1)
f1
11

61



13 0 0 No - 13

Checksum/Hash Source Code

#defi ne MESSACE_SI ZE 32
#defi ne OFFSET 4

uint8_t LSFR sequence[ MESSAGE_SI ZE] = {0};

voi d cal cul ateLSFR() {
int i;
uint8_t reg = 0x7C
uint8_t tenp_reg = O;

for (i =0; i < MESSACE_SIZE; i++) {
tenp_reg = reg & 0x01;
reg >>= 1,
reg | = (tenp_reg << 7);

if (tenp_reg) {
reg ~= 0x18;
}

LSFR_sequence[i] = reg;
[lprintf("%2x\n", LSFR_sequencel[i]);

}

uint8_t conbineLSFR(uint8_t len, uint8_t *data) {
uint8_t hash_reg = 0; // not 0x64
int byte_idx, bit_idx;
uint8_t byte, bit;
[lprintf("***COVBI NE\n");

for (byte_idx = 0; byte_idx < len; byte_idx++) {
for (bit_idx = 7; bit_idx >=0; bit_idx--) {

bit = (data[byte_idx] & (1 << bit_idx)) >> bit_idx;

if (bit) {
hash_reg "= LSFR_sequence[byte_idx * 8 + (7 - bit_idx) + OFFSET];
[lprintf("[%]: %©2x\n", byte_idx * 8 + (7 - bit_idx), hash_reg);

}

bit = 0;

}

return hash_reg;

}

uint8_t Checksun(int length, uint8_t *buff) {
cal cul at eLSFR() ;
return conbi neLSFR(I| ength, buff);

Sending Temperatures to the Receiver
In an effort to send our own temperatures to the receiver, we put together a program running on an ESP8266 (Wemos mini) connected with RF transmitter.
Transmitter Code

A L R e R R PR R
/1 Acurite 00606TX Transnmitter
A e e R



#defi ne SYNC_LENGTH 9000
#define SEP_LENGTH 500

#define BI T1_LENGTH 4000
#define BI TO_LENGTH 2000

#defi ne MESSAGE_SI ZE 32
#define LSFR _OFFSET 4

uint8_t LSFR sequence[ MESSAGE_SI ZE] = {0};

const int TX PIN = D2;
byt e payl oad[ 4] ;

e
/] setup
N e R
void setup ( void ) {

pi nMode( TX_PI'N, OUTPUT) ;

Serial . begin ( 115200 );

Serial.println("Sending...");

gener at ePayl oad() ;

doTransmi ssi on();

void loop ( void ) {
del ay(20000) ;
}

A e L T T
/| gener at ePayl oad
A e e T
voi d gener at ePayl oad(){
//define rolling code
byte rollingCode = OxAA;

// generate random tenperature
int tenperature = (int)randon(-400, 400);
Serial.printf("Tenp: % 1f\n", tenperature/ 10.0);

unsi gned int hightByteTenp = tenperature >> 8§;
unsi gned int | owByteTenp = tenperature & Oxff;

//add battery OK flag to
hi ght Byt eTenp = 0x80 + (hi ght ByteTenp & OxOF);

payl oad[ 0] = rollingCode;

payl oad[ 1] = hi ght Byt eTenp;

payl oad[ 2] = | owByt eTenp;

payl oad[ 3] = conput eChecksun( 3, payl oad) ;

Serial .print("Payload: ");

for(int i=0;i<4;i++){
Serial.printf("%2x ", payload[i]);

}

Serial.println("");

}
R e R R TP
/1 toggl eLED
R e e R
voi d toggl eLED() {
//flash |ed
digital Wite(LED BUILTIN, H GH);
del ay(500);
digital Wite(LED BU LTIN, LOW;
}
R e e R

/1 doTransmi ssion



A e e
voi d doTransm ssion() {

Serial.println("Doing transmission...");
t oggl eLEX) ;

for (int burst = 1; burst <= 7; burst++) {
Serial.print("Sending: ");
sendPayl oad() ;

sendSync();
Serial.println("");
}
}
A e e e
/1 sendPayl oad
A e e e T

voi d sendPayl oad() {
for(int i=0;i<4;i++){
sendByt e(payl oad[i]);
}

R R P E R TR LT
/'l sendByte

voi d sendByte(byte b){
for(int i=7;i>=0;i--){
int bitValue = readBit(b,i);
sendBi t (bi t Val ue) ;
if(i%==0){
Serial.print(" ");

}
}
}
A I e
/'l readBit
A e T

int readBit(byte b, int bitPos){
int x =b & (1 << bitPos);
return x == 0 ? 0 : 1;

A e e e
/'l sendBit

A e e R R L T T
void sendBit(int val){

digital Wite(TX_PIN, HGH);
del ayM croseconds( SEP_LENGTH ) ;

digital Wite(TX_PIN, LOW);

i f(val ==0){
del ayM croseconds(BI TO_LENGTH ) ;
Serial.print("0");

}el sef
del ayM croseconds(BI T1_LENGTH ) ;
Serial.print("1");

}

A e
/'l sendSync

voi d sendSync(){
digital Wite(TX PIN, HGH);
del ayM cr oseconds( SEP_LENGTH) ;
digital Wite(TX_PIN, LOW);
del ayM croseconds( SYNC_LENGTH ) ;
Serial.print(" -");



A R
/'l cal cul at eLSFR
A e e T T
voi d cal cul ateLSFR() {
int i;
uint8_t reg = 0x7C
uint8_t tenmp_reg = O;
for (i = 0; i < MESSAGE_SIZE; i++) {
tenp_reg = reg & 0x01;
reg >>= 1;
reg |= (tenp_reg << 7);
if (tenmp_reg) {
reg ~= 0x18;
}
LSFR_sequence[i] = reg;
[lprintf("%2x\n", LSFR_sequencel[i]);
}
}
A e R R T
/1 combi neLSFR
A R e T

uint8_t conbineLSFR(uint8_t len, uint8_t *data) {
uint8_t hash_reg = 0; // not 0x64
int byte_idx, bit_idx;
uint8_t byte, bit;
[lprintf("***COVBI NE\n");

for (byte_idx = 0; byte_idx < len; byte_idx++) {
for (bit_idx = 7; bit_idx >= 0; bit_idx--) {
bit = (data[byte_idx] & (1 << bit_idx)) >> bit_idx;
if (bit) {
hash_reg "= LSFR_sequence[byte_idx * 8 + (7 - bit_idx) + LSFR OFFSET];
[lprintf("[%]: %02x\n", byte_idx * 8 + (7 - bit_idx), hash_reg);

}
bit = 0;
}
}
return hash_reg;
}
A e e R R L T T
/1 conmput eChecksum
A e e T

uint 8_t conputeChecksun(int length, uint8_t *buff) {
cal cul at eLSFR() ;
return conbi neLSFR(| ength, buff);

Reading the values from the Transmitter

Receiver Code

e e R
/1 Acurite 00606TX Reader

/1 Adapted from code by Ray Wang (Rayshobby LLC)

R e e R

#define DATAPIN D2



/1 ring buffer size has to be large enough to fit
/] data between two successive sync signals
#defi ne RI NG _BUFFER_SI ZE 256

#define SYNC LENGTH 9000
#define SEP_LENGTH 500

#define BI TL_LENGTH 4000
#define BI TO_LENGTH 2000

#define MESSAGE_SI ZE 32
#define LSFR _CFFSET 4

uint8_t LSFR sequence[ MESSAGE_SI ZE] = {0};

//lringbuffer contains the tine since the last signal was off.
unsi gned | ong tim ngs[ R NG_BUFFER_SI ZE] ;

unsi gned int synclndexl = 0; // index of the first sync signal
unsi gned int synclndex2 = 0; // index of the second sync signal
bool received = fal se;

/| protypes
voi d | CACHE_RAM ATTR handl er () ;

A e e T
/] setup
e e R
voi d setup() {
Seri al . begi n(115200) ;
pi nMode( DATAPI N, | NPUT) ;
attachl nterrupt (digital Pi nTol nterrupt (DATAPIN), handl er, CHANGE);
Serial.printin("\n\nStarted");

}

e e R
/1 1oop

A e e e
void loop() {

//Did we get a nessage?
if (received == true) {
Serial.println("\nReceived...");

/1 disable interrupt to avoid new data corrupting the buffer
detachl nterrupt (digital Pi nTol nterrupt (DATAPIN));

/'] processSi gnal
unsi gned int bits[34];
bool error = processSignal (bits);

if(error==fal se){

//convert our bits to byte array
byte datal4];
bool success = bitsToByteArray(bits, 32, data, 4);

if(success){
byte rollingCode = data[0];
Serial.printf("Rolling Code: 0x%©2x\n",rollingCode);

byte batteryStatus = (data[1l] & Oxf0) >> 4;
Serial.printf("Battery Status: 0x%2x\n", batteryStatus);

float tenperature = conputeTenperature(data[l],data[2]);
Serial.printf("Tenp: %.1f CQn",tenperature);

byte checksum = data[ 3];
Serial .printf("checksum 0x%02x\n", checksun;

//uint8_t conputeChecksun(int length, uint8_t *buff) {
byt e conput edChecksum = conput eChecksun( 3, dat a) ;



i f (checksume=conput edChecksun) {
Serial .printf("Checksum Verified!\n");
}el sef
Serial .printf("Checksumlnvalid!\n");
}
}el sef
Serial.printf("Failed to convert bits to bytes array\n");

}
Y/ lif(error==fal se){

/1 delay for 1 second to avoid repetitions
del ay(1000);

received = fal se;

syncl ndex1l = O;

syncl ndex2 = 0;

/1 re-enable interrupt
attachlnterrupt (digital Pi nTol nterrupt (DATAPIN), handl er, CHANGE);

Y/ 1if (received == true) {

/'l Temperature is a signed 12-bit value with resolution of 0.1C. For exanple,
/1 25.6C is encoded as the value 256 (0x100 hexadecinmal). A value of -0.1Cis
/'l encoded as -1 (OxFFF hexadeci mal).

float conputeTenperature(byte highbyte, byte | owbyte){

bool negative=fal se;
Serial.printf("highbyte : 0x%02x \n", hi ghbyte);
i f((highbyte & 0x08) == 0x08){
negati ve=true;
Serial.println("Negative");
}

int rawTenperature = ((highbyte & 0x0f) << 8) + |owbyte;
Serial.printf("rawlTenperature: %\ n",rawlenperature);

i f(negative){
rawlenperature = rawlenperature - 4096;
//1imt to -40C like the acurite receiver
if(rawTenperature < -400){
rawlenperature = -400;
}
}

float tenperature = rawTenperature / 10.0;
return tenperature;

A e R
/| processSignal

A I R T
/1 Message is conposed of:

/! - Rolling Code(2 nibbles - 8 bits),

/] - Status(1l nibble - 4 bits),

/1 - Tenperature (signed binary - 3 nibbles - 12 bits ),

/1 - Hash Code (2 nibles - 8 bits)

/1

/1 Each bit is conposed of two signals - a seperator signal followed by a short/long

A I R T
bool processSignal (unsigned int *bits){

bool error = fal se;

int total Signal sl nMessage = 32 *2;



int count =0;
for(unsigned int i=synclndexl; i!=(synclndexl+total SignalslnMessage)%Rl NG BUFFER SI ZE; i =(i +2)%
RI NG_BUFFER_SI ZE) {

unsigned long t0 = timngs[i];
unsigned long t1 = timngs[(i+1)% NG BUFFER _SI ZE] ;

if (t0>(SEP_LENGTH- 150) && t0<(SEP_LENGTH+150)){
if (t1>(BI T1_LENGTH 1000) && t1<(BI T1_LENGTH+1000)) {
bi ts[count]=1;
} else if (t1>(BITO_LENGTH 1000) && t1<(BI TO_LENGTH+1000)) {
bi t s[ count] =0;
} else {
bits[count]=-1;

}
telse {
/1 Serial.printf("** t0: %l, t1l: %\n",t0,t1);
/1 Serial.printf("Read Error\n");
error=true;
break;
}
count ++;
Y11 for

if(error==fal se){

[/print bits received
Serial.print("bits: ");
for(int i=0;i<32;i++){
if(bits[i]>=0)({
Serial.print(bits[i]);
}el se{
Serial.print("X");
}
if((i+1)9%==0){
Serial.printf(" ");

}
}
Serial.println("");
}
return error;
}
e e R
/'l isSync
A e e e

/] Detect if a sync signal is present. A sync signal is conposed of a seperator signal
/1 (short off 0.5ms) followed by a sync signal (9ns off).

bool isSync(unsigned int idx) {

//get the last two indexes fromthe ring buffer

int tOlndex = (idx+RI NG BUFFER S| ZE-1) % RI NG _BUFFER_SI ZE;
unsigned long t0 = timngs[tOlndex];

unsigned long t1 = timings[idx];

//check that t0O is a seperator signal, should be around 0.5ns
if (t0>(SEP_LENGTH 100) && t0<(SEP_LENGTH+100) ){

//check that t1 is a sync signal, allow for anything between 8-10ns
if (t1>(SYNC_LENGTH 1000) && t1<(SYNC_LENGTH+1000)){
if (digital Read(DATAPIN) == H GH) {

/1 Serial.printf("tolndex=%, idx=%, Rl NG BUFFER S| ZE=% \n",t0l ndex, idx, RI NG BUFFER Sl ZE);
/1 Serial.printf("t0=%, t1=%l\n",t0,t1);
//found
return true;
}
}
}

return false;



e e e
/1 handl er

R e R R TR
/1 Interrupt handler - reads incom ng signal changes fromreceiver

A e I e s

voi d | CACHE_RAM ATTR handl er () {
static unsigned |long duration
static unsigned long |astTine
static unsigned int ringlndex
static unsigned int syncCount

nonon
eee e

/1l exit out if we are in processing a signal.

if (received == true) {
11 Serial.println("received==true");
return;

}

/1 calculating timng since |ast change
long tinme = mcros();

duration = tinme - lastTine;
lastTine = tine;

/|l store data in ring buffer
ringlndex = (ringlndex + 1) % RI NG _BUFFER_SI ZE;
timngs[ringlndex] = duration;

/1 detect sync signal
if (isSync(ringlndex)) {

syncCount ++;
if (syncCount == 1) {

/1 first tinme sync is seen, record buffer index
syncl ndex1l = (ringlndex+1) % Rl NG BUFFER_SI ZE;

}telse if (syncCount == 2) {
syncCount = O;

/1 second tine sync is seen, start bit conversion
syncl ndex2 = (ringlndex+1l) % RI NG _BUFFER_SI ZE;

// check how many signals we have received between syncs
unsi gned int changeCount = 0;
i f(synclndex2 < synclndex1){

changeCount = syncl ndex2+RI NG_BUFFER_SI ZE - syncl ndex1;
}el sef

changeCount = synclndex2 - syncl ndex1;

}

if (changeCount < 66 || changeCount > 68) {
//too many signals, disregard
received = fal se;
syncl ndex1l = O;
syncl ndex2 = 0;
} else {

//we found our signal
received = true;



/1 cal cul at eLSFR

A I e T T
voi d cal cul ateLSFR() {
int i;
uint8_t reg = 0x7C
uint8_t tenp_reg = O;
for (i = 0; i < MESSAGE_SIZE; i++) {
tenp_reg = reg & 0x01;
reg >>= 1;
reg | = (tenp_reg << 7);
if (tenmp_reg) {
reg *= 0x18;
}
LSFR sequence[i] = reg;
[lprintf("%2x\n", LSFR_sequencel[i]);
}
}
A e e T T
/1 combi neLSFR
e e e

uint8_t conbineLSFR(uint8_t len, uint8_t *data) {
uint8_t hash_reg = 0; // not 0x64
int byte_idx, bit_idx;
uint8_t byte, bit;
[/printf("***COMBI NE\n");

for (byte_idx = 0; byte_idx < len; byte_idx++) {
for (bit_idx = 7; bit_idx >= 0; bit_idx--) {
bit = (data[byte_idx] & (1 << bit_idx)) >> bit_idx;
if (bit) {
hash_reg "= LSFR_sequence[byte_idx * 8 + (7 - bit_idx) + LSFR OFFSET];
I[lprintf("[%]: 9%W2x\n", byte_idx * 8 + (7 - bit_idx), hash_reg);

}
bit = 0;
}
}
return hash_reg;
}
A e e R
/1 comput eChecksum
e e e

uint 8_t conput eChecksun(int length, uint8_t *buff) {
cal cul at eLSFR() ;
return conbi neLSFR(| ength, buff);

R e R R TP
/1 bitsToByteArray

R e e R
/1 Convert array of integers containing the bits received into byte array

A e R
bool bitsToByteArray(unsigned int *bits, int len, byte* buffer, int bufferLen){

int bidx=0;
unsi gned int sum = 0;

for(int i=0;i<len;i++){
//break out if we have filled up the buffer
i f(bidx >= bufferLen){

return fal se;

}

sum += bits[i];



/I new byt e?
if((i+1)98==0){

//save to buffer, reset sum and increnent bidx

buf f er [ bi dx] =sum
sun=0;
bi dx++;

}el sef
sunmk<=1;
}
}

return true;

}
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