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Create our Docker Container

Create a nginx reverse proxy by issuing the following command:

docker run -d \

--net host \

--restart=al ways \

-p 80:80 \

--nane proxy \

-v $PWD conf:/etc/ nginx/sites-enabled \
-v $PWD/ | et sencrypt:/etc/letsencrypt \
-v $PWD conf. d:/etc/nginx/conf.d \

| er enn/ ngi nx- r ever se- pr oxy

This will create a reverse proxy running on the host network.

Define our Nginx Configuration Files

In the conf folder(mapped to sites-enabled) we defined in our docker command we will add a configuration like the following:

wiki.conf
server {
listen 80;
server_name W ki wi ki.jmehan.com
location / {
pr oxy_pass http://192.168. 1. 60: 8090/ ;
}
}

Adding SSL Support (not certbot)

If we want to terminate an SSL connection at our proxy, we can generate an SSL cert and configure it in nginx.

Generate the SSL certificate using the following command:

> openssl req -nodes -new -x509 -newkey rsa:4096 -keyout key.pem -out cert.pem -days 7300
This command will generate a self signed SSL certificate valid for 10 years.

Configure the endpoint to use the certificates. Here we are defining the docker location for the certs.



mysite.conf

server {

listen 8443 ssl ;

#server_name svn svn.jnehan. com

ssl _certificate /etc/nginx/certificates/svn/cert.pem

ssl _certificate_key /etc/nginx/certificates/svn/key.pem

location / {
pr oxy_pass http://192. 168. 1. 60: 9080/ ;
proxy_set _header Host $host ;
proxy_set _header X-Real -1 P $renot e_addr;
proxy_set _header X- For war ded- For ~ $proxy_add_x_f orwar ded_f or;
client_max_body_si ze 10m
client_body_buffer_size 128k;
proxy_connect _ti neout 90;
proxy_send_ti meout 90;
proxy_read_ti meout 90;
proxy_buffer_size 4k;
proxy_buffers 4 32k;
proxy_busy_buffers_size 64k;
proxy_tenp_file_wite_size 64k;

}

}

Adding Basic Authentication

You may need to add apache2-utils to your nginx docker container using the following cmd:

> sudo apt-get install apache2-utils

Login to the docker container and create the password file

> docker exec -it <nginx_container> bash

Create a password file

> htpasswd -c /etc/nginx/conf.d/htpasswd <username>

Update the configuration

server {
server _nanme ki bana ki bana.j mehan. com
location / {
proxy_pass http://192.168. 1. 60: 5601/ ;
auth_basic "Admi nistrator's Area";
aut h_basi c_user_file /etc/nginx/conf.d/htpasswd;
}
}

Supporting Sites that use websockets



server {
server _nanme honebri dge honebri dge.j mehan. com
location / {

proxy_pass http://192.168. 1. 60: 8089/ ;

proxy_http_version 1.1;

proxy_buffering of f;

proxy_set _header Host $host ;

proxy_set _header Upgr ade $htt p_upgrade;

proxy_set _header Connection "Upgrade";

proxy_set _header X-Real -1 P $renote_addr;

proxy_set _header X- Forwar d- For $proxy_add_x_f orwar ded_f or;

Redirecting all traffic to SSL

server {
server_nanme \WW. Server.com server.com
listen 443 ssl;
location / {
pr oxy_pass http://192.168. 1. 60: 12345/ ;
}

ssl _certificate /etc/letsencrypt/live/ www. server.com 0001/fullchain.pem # managed by Cert bot
ssl _certificate_key /etc/letsencrypt/live/ ww. server.com 0001/ privkey. pem # nanaged by Cert bot
include /etc/letsencrypt/options-ssl-nginx.conf; # managed by Cert bot

ssl _dhparam /etc/l etsencrypt/ssl-dhparans. peni # nmanaged by Certbot

}
server {

server_name WM. Server.com server. com

listen 80;

return 301 https://ww. di abet ease. contrequest _uri ;
}

Forwarding Real IP Address

Add X-Real-IP and X-Forwarded-For headers using the proxy_set_header instruction by adding it to the /etc/nginx/conf.d/proxy.conf file.

proxy_redirect of f;

proxy_set _header Host $host ;

proxy_set _header X-Real -1 P $renot e_addr;

proxy_set _header X- For war ded- For $proxy_add_x_f orwar ded_f or;
client_max_body_si ze 10m

client_body_buffer_size 500m
client _header_buffer_size 500m
proxy_connect _ti meout 90;

proxy_send_ti meout 90;
proxy_read_ti meout 90;
proxy_buffer_size 16k;
proxy_buffers 32 16k;

proxy_busy_buffers_size 64k;

Restricting Access to IP Range

In the following example, we restrict access to a login page in confluence to internal ip addresses between: 192.168.1.100-255



See https://www.ipaddressguide.com/cidr for creating ip range.

# restrict access to login to 192.168. 1. 100- 255
location /login.action {
al | ow 192. 168. 1. 100/ 30;
al | ow 192. 168. 1. 104/ 29;
al l ow 192. 168. 1. 112/ 28;
al | ow 192. 168. 1. 128/ 25;
deny all;
proxy_pass http://192.168. 1. 50: 8090/ | ogi n. acti on;

Customized Dockerfile

The following Dockerfile adds certbot and apache2-utils to our nginx-reverse-proxy image.

Dockerfile

FROM | er enn/ ngi nx-r ever se- pr oxy

RUN apt -get update

RUN apt-get install -y wget

RUN apt-get install -y apache2-utils

RUN wget https://dl.eff.org/certbot-auto
RUN chrmod +x certbot-auto

RUN ./certbot-auto -n --install-only
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