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Minikube Setup

https://minikube.sigs.k8s.io/docs/tutorials/using_psp/

Install minikube on Mac with Apple Silicon

curl -LO https://storage. googl eapi s. com mi ni kube/ rel eases/| at est/ m ni kube- dar wi n- ar n64
sudo install m ni kube-darw n-arn64 /usr/1ocal/bin/mnikube

Start Minikube with Kubernetes version 1.21.5 running in Docker for Desktop.

m ni kube start --extra-config=api server. enabl e-adm ssi on-pl ugi ns=PodSecurityPolicy --addons=pod-security-policy
--driver=docker --alsologtostderr --kubernetes-version=vl.21.5

11014 10: 25:53. 474818 47355 out.go: 177] Done! kubectl is now configured to use "mni kube" cluster and
"defaul t" namespace by default
Done! kubect!l is now configured to use "mnikube" cluster and "default" nanespace by default

Apply PSPs

By default, minikube will apply the following pod security policies, cluster roles and bindings:

api Version: policy/vlbetal
ki nd: PodSecurityPolicy
net adat a:
nane: privileged
annot ati ons:
secconp. security. al pha. kubernetes.i o/ al | onedProfil eNanes: "*"
| abel s:
addonmanager . kuber net es. i o/ node: EnsureExi sts
spec:
privileged: true
al | owPrivil egeEscal ation: true
al | owedCapabi lities:

nxn

vol unes:

nxn

host Net wor k: true

host Port s:
- mn: 0
max: 65535

host I PC. true
host PID: true
runAsUser:

rul e: ' RunAsAny'
seLi nux:


https://minikube.sigs.k8s.io/docs/tutorials/using_psp/

rule: ' RunAsAny'
suppl ement al G oups:

rule: ' RunAsAny'
f sG oup:

rul e: ' RunAsAny'

api Version: policy/vilbetal
ki nd: PodSecurityPolicy
net adat a:

name: restricted
| abel s:
addonmanager . kuber net es. i o/ node:

spec:

api Ver si on:

privileged: false
al | owPrivil egeEscal ation: false
requi redDropCapabi lities:

- ALL
vol unes:

' confi ghvap'

- ‘enptyDir'

- 'projected

- 'secret’

- ' downwar dAPI '

- 'persistent Vol uned ai m
host Net wor k: fal se
host | PC. fal se
host PID: fal se
runAsUser :

rul e: ' Must RunAsNonRoot '
seLi nux:

rul e: ' RunAsAny'
suppl enent al G oups:

rule: ' Must RunAs'

ranges:
# Forbid adding the root group.
- mn: 1
max: 65535
f sG oup:
rule: ' Must RunAs'
ranges:
# Forbid adding the root group.
- mn 1
max: 65535

readOnl yRoot Fi | esystem fal se

ki nd: dusterRole
nmet adat a:

nane: psp:privileged
| abel s:
addonmanager . kuber net es. i o/ node:

rul es:

api Ver si on:

api Goups: ['policy']

resources: ['podsecuritypolicies']
ver bs: ["use']

resour ceNanes:

- privileged

ki nd: d usterRole
nmet adat a:

nane: psp:restricted
| abel s:
addonmanager . kuber net es. i o/ node:

rul es:

api Goups: ['policy']

resources: ['podsecuritypolicies']
verbs: ["use']

resour ceNanes:

- restricted

Ensur eExi sts

rbac. aut hori zation. k8s.io/vl

Ensur eExi sts

rbac. aut hori zation. k8s.io/vl

Ensur eExi sts



api Version: rbac. aut hori zation. k8s.io/ vl
ki nd: d ust er Rol eBi ndi ng
net adat a:

nane: default:restricted

| abel s:

addonnmanager . kuber net es. i o/ node: EnsureExi sts

rol eRef:

api G oup: rbac. aut horization.k8s.io

ki nd: CusterRole

name: psp:restricted
subj ects:
- kind: Goup

name: system aut henti cated

api Group: rbac. aut hori zation.k8s.io
api Version: rbac. aut horization. k8s.io/vl
ki nd: Rol eBi ndi ng
net adat a:

name: defaul t:privil eged

namespace: kube-system

| abel s:

addonmanager . kuber net es. i o/ node: EnsureExi sts

rol eRef:

api G oup: rbac. authorization.k8s.io

ki nd: CusterRole

name: psp: privileged
subj ects:
- kind: Goup

name: system nasters

api G oup: rbac. aut horization.k8s.io
- kind: Goup

name: system nodes

api Group: rbac. aut hori zation.k8s.io
- kind: Goup

nane: system serviceaccounts: kube-system

api Group: rbac. aut hori zation.k8s.io

Test

vi dangerous- pod. yan



api Versi on: apps/vl
ki nd: Depl oynent

net adat a:
nane: dangerous-depl oy
| abel s:
app: danger ous-depl oy
spec:
replicas: 1
sel ector:

mat chLabel s:
app: danger ous-depl oy
tenpl ate:
net adat a:
| abel s:
app: dangerous- depl oy
spec:
cont ai ners:
- nane: al pine
i mage: al pi ne
stdin: true
tty: true
securityCont ext:
privileged: true
hostPID: true
host Net wor k: true

kubect!| apply -f dangerous-pod. yani

You should notice that it doesn't deploy. Now test some other installations and see what needs to be done to bypass.

Fluent-bit Example

For fluent-bit, we are going to define a separate pod security policy and bind it to fluent-bit's service account.



api Version: policy/vlbetal
ki nd: PodSecurityPolicy
net adat a:
name: ncyd-fluent-bit-psp
annot ati ons:
secconp. security. al pha. kubernetes. i o/ al | onedProfil eNames: "*"
| abel s:
addonnmanager . kuber net es. i o/ node: EnsureExi sts
spec:
privileged: false
al | owPrivil egeEscal ation: false
requiredDropCapabilities:
- ALL
vol unes:
- '"hostPath'
- 'confighap'
- 'enptyDir’
- 'projected
- 'secret’
- ' downwar dAPI '
- 'persistent Vol uned ai m

host Net wor k: fal se
host I PC. fal se
host PID: false
runAsUser:

rule: ' RunAsAny'
seLi nux:

rul e: 'RunAsAny'
suppl erment al G oups:

rul e: ' Must RunAs'

ranges:
# Forbid adding the root group.
- mn 1
max: 65535
f sGroup:
rule: ' Must RunAs'
ranges:
# Forbi d adding the root group.
- mn 1
max: 65535

readOnl yRoot Fi | esystem fal se

api Version: rbac. authorization. k8s.io/vl
kind: CusterRole
net adat a:

name: ncyd-fluent-bit

| abel s:

addonmanager . kuber net es. i o/ node: EnsureExi sts

rul es:
- api Goups: ['policy']

resources: ['podsecuritypolicies']

ver bs: ["use']

resour ceNanes:

- ncyd-fluent-bit-psp
api Version: rbac. aut horization. k8s.io/vl
ki nd: C usterRol eBi ndi ng
net adat a:

name: ncyd-fluent-bit
subj ects:
- kind: ServiceAccount

nane: fluent-bit

nanespace: default
rol eRef:

ki nd: ClusterRole

name: ncyd-fluent-bit

api G oup: rbac. authorization.k8s.io



Apply:

kubect!| apply -f <psp_file>
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