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Install aks-preview CLI extension

To use pod security policies, you need the aks-preview CLI extension version 0.4.1 or higher. Install the aks-preview Azure CLI extension using the az
extension add command, then check for any available updates using the az extension update command:

$ az extension add --name aks-preview
The installed extension 'aks-preview is in preview.

$ az extension update --name aks-preview
No updates available for 'aks-preview . Use --debug for nore information.

$ az feature register --name PodSecurityPolicyPreview --nanmespace M crosoft. ContainerService
Once the feature ' PodSecurityPolicyPreview is registered, invoking 'az provider register -n Mcrosoft.
ContainerService' is required to get the change propagated
{

"id": "/subscriptions/b63b61a0-605d-47e8-b8a6-598e188a00ed/ provi ders/ M crosoft. Features/ providers/M crosoft.
Cont ai ner Servi ce/ f eat ur es/ PodSecuri t yPol i cyPrevi ew',

"name": "M crosoft. ContainerService/ PodSecurityPolicyPreview',

"properties": {

"state": "Registering"

}

ype": "M crosoft. Features/providers/features"

Register pod security policy feature provider

To create or update an AKS cluster to use pod security policies, first enable a feature flag on your subscription. To register the PodSecurityPolicyPreview
feature flag, use the az feature register command as shown in the following example:

It takes a few minutes for the status to show Registered. You can check on the registration status using the az feature listcommand:

az feature list -o table --query "[?contains(nanme, 'M crosoft. ContainerService/ PodSecurityPolicyPreview)].
{Nane: nane, St ate: properties.state}"

M crosoft. Cont ai ner Servi ce/ PodSecurityPolicyPreview Registered

When ready, refresh the registration of the Microsoft.ContainerService resource provider using the az provider registercommand:

az provider register --namespace M crosoft. ContainerService


https://learn.microsoft.com/en-us/cli/azure/extension#az_extension_add
https://learn.microsoft.com/en-us/cli/azure/extension#az_extension_add
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https://learn.microsoft.com/en-us/cli/azure/feature#az_feature_register
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https://learn.microsoft.com/en-us/cli/azure/provider#az_provider_register

Enable pod security policy on an AKS cluster

$ az aks update \
--resource-group <RESOURCE_GROUP> \
--nane <K8S_CLUSTER> \
--enabl e- pod-security-policy

Example:

$ az aks update \
--resource-group ncyd-perftest8-rg-onprem\
--nane ncyd- perftest8-aks-cluster-onprem)\
--enabl e- pod-security-policy

The behavi or of this conmmand has been altered by the follow ng extension: aks-preview
| Running ..

"wor k|l oadAut oScal erProfile": {
"keda": null,
"vertical PodAut oscal er": null

Delete Azure PSPs

kubect| delete psp privil eged
kubect!| delete clusterrole/psp:privileged

Install Restrictive Pod Security Policies

Vi psp-restrictive.yam

api Version: policy/vilbetal
ki nd: PodSecurityPolicy
net adat a:
name: privileged
annot ati ons:
secconp. securi ty. al pha. kubernetes.i o/ al | onedProfil eNanes: "*"
| abel s:
addonnmanager . kuber net es. i o/ node: EnsureExi sts
spec:
privileged: true
al | owPrivil egeEscal ati on: true
al | onedCapabilities:

nxn

vol unes:

nxn

host Net wor k: true



host Ports:
- mn: O

max: 65535
host | PC: true
hostPID: true
runAsUser:

rul e: ' RunAsAny'
selLi nux:

rule: ' RunAsAny'
suppl ement al G oups:

rule: ' RunAsAny'
f sG oup:

rul e: ' RunAsAny'

api Version: policy/vilbetal
ki nd: PodSecurityPolicy
net adat a:

name: restricted
| abel s:

addonmanager . kuber net es. i o/ node:

spec:

api Ver si on:

privileged: false

al | owPrivil egeEscal ation: false

requi redDropCapabilities:
- ALL
vol unes:
- 'confighap'
- 'enptyDir’
- 'projected
- 'secret’
- ' downwar dAPI *
- 'persistent Vol uned ai m
host Net wor k: fal se
host I PC. fal se
host PID: fal se
runAsUser:
rul e: ' Must RunAsNonRoot '
selLi nux:
rul e: ' RunAsAny'
suppl enent al G oups:
rul e: ' Must RunAs'

ranges:
# Forbid adding the root group.
- mn: 1
max: 65535
f sG oup:
rule: ' Must RunAs'
ranges:
# Forbid adding the root group.
- mn 1
max: 65535

readOnl yRoot Fi | esystem fal se

ki nd: dusterRole
met adat a:

nane: psp:privileged
| abel s:

addonmanager . kuber net es. i o/ node:

rul es:

api Ver si on:

api Goups: ['policy']

resources: ['podsecuritypolicies']

ver bs: ["use']
resour ceNanes:
- privileged

ki nd: d usterRole
nmet adat a:

nane: psp:restricted
| abel s:

Ensur eExi sts

rbac. aut hori zation. k8s.io/vl

Ensur eExi st's

rbac. aut hori zation. k8s.io/vl



addonnmanager . kuber net es. i o/ node: EnsureExi sts
rul es:
- api Goups: ['policy']
resources: ['podsecuritypolicies']
ver bs: ["use']
resour ceNanes:
- restricted
api Version: rbac. aut hori zation. k8s.io/ vl
ki nd: d ust er Rol eBi ndi ng
net adat a:
nane: default:restricted
| abel s:
addonnmanager . kuber net es. i o/ node: EnsureExi sts
rol eRef:
api G oup: rbac. authorization.k8s.io
ki nd: CusterRole
name: psp:restricted
subj ects:
- kind: Goup
name: system aut henti cat ed
api G oup: rbac. authorization.k8s.io
api Version: rbac. authorization. k8s.io/vl
ki nd: Rol eBi ndi ng
net adat a:
name: defaul t:privil eged
nanespace: kube-system
| abel s:
addonmanager . kuber net es. i o/ node: EnsureExi sts
rol eRef:
api G oup: rbac. authorization.k8s.io
ki nd: CusterRole
name: psp: privileged
subj ects:
- kind: Goup
name: system nasters
api G oup: rbac. aut horization.k8s.io
- kind: Goup
name: system nodes
api Group: rbac. aut hori zation.k8s.io
- kind: Goup
nane: system serviceaccounts: kube-system
api Group: rbac. aut hori zation.k8s.io

kubect!| apply -f psp-restrictive.yanl

Next

Install some helm releases and see!
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